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[bookmark: EN]Information for the participant on the processing of personal data 

	Title of the study: Acceptance and Requirements of Smart Implants in Musculoskeletal Disorders: A Mixed-Methods Study  

	Acronym of the study: ARI-MSK 

	Sponsor of the study: Luxembourg Institute of Health (LIH)

	Scientific Principal Investigator of the study: Bernd Grimm, PhD
Head of Human Motion, Orthopaedics, Sports Medicine & Digital Methods (HOSD),
Department of Precision Health, LIH

	Contact details of the research team: smile@lih.lu


CONFIDENTIALITY AND PROTECTION OF PERSONAL DATA
As part of the study entitled “Acceptance and Requirements of Smart Implants in Musculoskeletal Disorders” (ARI-MSK) (the Study), we need to collect and process some of your personal data to enable us to meet the scientific objectives of the Study.
The Luxembourg Institute of Health (LIH), through its Department of Precision Health is responsible for collecting, analyzing and, more generally, processing your personal data. The LIH is responsible for ensuring that data processing within its site complies with applicable laws and that it is protected in accordance with the General Data Protection Regulation (EU) 2016/679 of 27 April 2016 (the “GDPR”) and all subsequent texts replacing or supplementing this Regulation, in particular Luxembourg’s Law of 1 August 2018 on the organisation of its National Commission for Data Protection and the implementation of the GDPR (collectively known as the Law on Data Protection).
What type of data will we collect? 
If you choose to take part in the Study, we will collect only the personal data required to achieve its scientific aims. 
We will collect the following data from you:
· Data allowing your identification: contact details (name, phone number, email address).










· Demographic data: age-range, gender, country, nationality, education level, and occupation, living situation and musculoskeletal conditions. 
If you are a lay participant, you will be asked:

	Topic
	What you will be asked

	Experience
	Your experiences with musculoskeletal conditions or treatments.

	Expectations
	What you expect from smart orthopedic implants and digital tools.

	Benefits
	What potential advantages you see.

	Concerns
	Privacy, comfort, and any worries you may have.

	Data sharing
	Who should access your data and your views on sharing data for research.

	Closing
	Anything else you would like to add.



If you are a healthcare professional (HCP), you will be asked:

	Topic
	What you will be asked

	Experience
	Your clinical experience with orthopedic or musculoskeletal care.

	Expectations
	What you expect from smart implant technologies.

	Benefits
	Potential advantages for care or workflow.

	Concerns
	Practical, ethical, technical, or psychological barriers.

	Adoption factors
	What would support you or colleagues in adopting smart implants.

	Closing
	Anything else you would like to add.



· Other: your voice
Data will be collected via a mobile offline dictaphone and/or by handwritten notes from the researcher. If a  WebEx is preferred by a participant this will be used only to facilitate the interview (audio call). The interview will be audio recorded using an external encrypted, Dictaphone, placed next to the device during the WebEx call. 
On what legal basis will we process your data? 
The use of your personal data is necessary to enable us to achieve the aims of the study. The study is conducted based on your explicit consent (art. 6.1a and art. 9.2a of the GDPR). 
If you decide to withdraw from the study, your personal data will be deleted, and Luxembourg Institute of Health will not collect new data pertaining to you within this study. There will be no link between your name and the study data. As such, the research team upon the time of withdrawal will ask if you accept the continued process of the data that has been collected, for scientific or statistical research purposes by the LIH.
Who will have access to your data?
Only the following people will be able to access your data in relation to their respective duties:
Names or data that directly identifies you (first name, last name, address, telephone number, etc.): A small number of authorized persons from the Luxembourg Institute of Health (LIH)— specifically from the Department of Precision Health to set-up and conduct the interview.
Your personal data will remain available for the duration of the transcription process and will be deleted no later than one month after the last interview conducted for the purposes of the study.
Anonymised data: 
· The scientific leader of the study at the LIH and the team working under his responsibility;
· The other partners from the European consortium  (see below).
· Luxembourg: Luxembourg Institute of Health (LIH), Department of Precision Health
· Germany:
• University Hospital Schleswig-Holstein (UKSH), Campus Lübeck – Institute of Social Medicine and Epidemiology
• UKSH Lübeck – Clinic for Orthopaedics & Trauma Surgery, Biomechatronics Laboratory
• BG Trauma Hospital Hamburg – Department of Trauma Surgery, Orthopaedics & Sports Traumatology
• Saarland University – Clinics and Institutes of Surgery
· Portugal: Fraunhofer AICOS
· Austria: MINDS & SPARKS GmbH
In cases where particular study monitoring, inspections or audits need to be carried out, the study monitor and competent authorities may have access to your consent form.
Your data will not be used for any fully automated decision-making processes or for any profiling purposes.
What are your rights? 
You have the right to access and amend your personal data. In accordance with the conditions set out by the law*, you will also have the right to object to the way in which your data is being used, to request that your data be deleted, to ask to restrict certain aspects of the processing of your data, to retrieve your data so that you can send it to a third party (right to data portability), and/or to withdraw your consent to process your personal data. If you wish to exercise your rights, you should contact the research team.

Lastly, you have the right to raise a complaint with Luxembourg’s National Commission for Data Protection (CNPD) in relation to the processing of your personal data.

For information about how the LIH processes your personal data, please contact the LIH’s Data Protection Officer (DPO) by email at dpo@lih.lu or by post at the following address:
LUXEMBOURG INSTITUTE OF HEALTH
Protection des données
1A-B, rue Thomas Edison
L-1445 Strassen
LUXEMBOURG
*The LIH will examine all your requests to exercise rights in accordance with the GDPR and the Luxembourg law of August 1, 2018 on the organization of its National Commission for Data Protection and the implementation of the GDPR. 
How do we protect your personal data?
The LIH takes appropriate security measures, based on the sensitivity of the information concerned, to protect your data from the risk of unauthorised access, loss, fraudulent use, disclosure, modification and destruction. Your data will be treated as strictly confidential and fully anonymised. After the interview period is completed, all personal information that could identify you will be permanently deleted. Your name and any identifying details will not appear in the study materials, and it will not be possible to trace the information back to you. Only fully anonymised transcripts will be used for analysis, and no individual will be identifiable in any reports or publications. Your identity will never be disclosed in any document produced for the public or for other institutions. Only a small number of people will have access to your data for a limited time (see “Who will have access to your data?” above).
For how long will your data be stored?

Your data will be stored in a way allowing your identification during 1 month following the last interview of the last participant included in the study. After this period, your personal data will be deleted, meaning that LIH will be no longer able to satisfy your requests, as we will have no way to re-identify you. As such, you will not be able to withdraw from the study after this period.
Data pertaining to the conduct of this study as described in the table below will be retained for at least 10 years after the last publication of the study results. These data will be stored within the LIH secured databases. 
	Type of data 
	Retention Period

	Personal identifying information (name, email address, phone number)
	 1month after the last interview

	Audio recording –  Interview
	1 month after the last interview (to ensure quality check of transcripts)

	Anonymized study data (including source documents: such as interview transcripts, socio-demographic data, etc.)
	At least 10 years after the last publication of the study results
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